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OVERNOR’S TECHNOLOGY QFFICE
REDACTING MATERIAL

INTRODUCTION

Redacted material refers to portions of a document that need to be obscured or removed,
often to protect sensitive information. This can include personal data, classified information,
or confidential details that should not be disclosed to the public or unauthorized individuals.
Redaction is commonly used in legal documents, government reports, and any context where
privacy or security is a concern.

Remediating redacted material for accessibility is vital for ensuring all users, including those
with disabilities, can access and understand content. Proper remediation clarifies redacted
information, maintaining context and reducing confusion.
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Way Snoutp Inrormation e Repacten?

Redacting personal information in documents is crucial for protecting privacy, ensuring security,
and complying with legal requirements, workplace policies, preventing bias, and ensures ethical
handling of documents which fosters trust, demonstrating that data is handled with respect and
transparency.

In short, redacting personal information promotes privacy, ensures compliance, protects against
risks, and supports ethical data management.

WHAT INFORMATION SHOULD BE REDACTED?

Remove or obscure information that is sensitive or confidential. Here are some common
categories of information to consider:

e Personal identifiable information (PII) such as names, addresses, Social Security
numbers, phone numbers and email addresses.

e Financial information such as bank account details, credit card numbers and income
information.

¢ Health information and treatment details that can identify an individual.

e Confidential business information such as trade secrets, proprietary processes and
sensitive business strategies.
Legal information like details about ongoing litigation, settlements, or legal counsel.
Security information like passwords, access codes, and other security-related infor-
mation.

e Sensitive government data like classified or sensitive information related to national
security

¢ Employee information that provides personal details about employees, such as per-
formance reviews or disciplinary records.

When redacting information, ensure that the remaining content remains clear and
understandable, and double-check that no sensitive information is inadvertently left visible.
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Renacting MaTERIAL

Accessing THE Repact o PDF toor v Newer Versions or Apose

1. If the Redact tool does not appear on the toolbar on the left side of the screen, click on
the All-Tools tab.

= Menu ¢ ¥¢ RulesforState Personnel.. X

Alltools B Edit  Convert  E-Sign

2. In the All-Tools panel, click the “"See All” button at the bottom of the column.

E}, Apply PDF standards
Add search index
Use JavaScript

[G]] Create custom tool

View less

Check out new e-sign tools

Use web forms, send agreements in bulk,
and more.

See All

3. Scroll down to the Protect section and locate the “"Redact a PDF” icon. Click the Open
button under it.

Protect

Ta - By

Protect a PDF Redact a PDF Use a certificate

[
|
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4. This will open the “"Redact a PDF” panel on the left side of the screen.

{ Redacta PDF x

Redact text and images
Redact pages

[ .

gQ Find text and redact

Zo Set properties

(3 Sanitize document

Manuacwy Reoact Inrormation IN Newer Versions o Apose

1. Click on “Redact text and Images”

{ Redacta PDF X

Redact text and images

Redact pages

ga Find text and redact

Zo Set properties

(3 Sanitize document

2. Select the text to be redacted.
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January 2021
Candidates for state of Nevada clerk position:

Jane Doe

[702) 486-9999
510-10-3434
2320 Maryland Parkwa
Las Vegas, NV 8955
Interview date: 1/10/2024

5. Click the Apply button at the bottom of the Redact a PDF column.

6. The Apply redactions dialog box will appear. Make sure the Sanitize and Remove Hidden
Information option is selected then click Continue

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

@ Sanitize and remove hidden information @)

7. Once you click continue, Adobe will automatically bring up the save document window.
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Save the document with a new name and the selected text will be blacked out.

Jane Doe

Interview date: 1/10/2024

8. Repeat the steps above for each piece of information to be redacted.

Repact THE SAME INFORMATION MULTIPLE TIMES IN Newer Versions or Apose

1. Click on “Find text and redact”.

{ Redact a PDF X

Redact text and images

Redact pages

-

gQ Find text and redact

E;g Set properties
(3% Sanitize document

2. A pop-up warning dialog box will appear stating "Documents can contain images and
line art that appear as text but are not searchable. These items will not be found by
Search & Remove Text. Please review your document carefully to ensure that all sensitive
information is properly marked for redaction”. Click the OK button.

\  Documents can contain images and line art that appear as text but are not searchable. These
! "\, items will not be found by Search & Remove Text. Please review your documents carefully to
ensure that all sensitive information is properly marked for redaction.

—=

[[] Do not show this message again
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3. A Search column will appear on the left side of the document asking where would you like
to search. Check the checkbox for in the current document.

{® In the current document

(_) All PDF Documenits in

Il My Documents ™

4. Under Search for choose the appropriate answer for your document. Options include:

REDACT SINGLE WORD OR PHRASE IN NEWER VERSIONS OF ADOBE
1. Under Search for select Single word or phrase
Search for:
@ Single word or phrase

(O Multiple words or phrase
() Patterns

2. Enter the word or phrase you'd like to search for.

(775) 684-5555

9. Click the Search & Remove Text button.

Search & Remove Text

10.The search dialog box will identify each instance where it identified the word or phrase.
Check the check boxes in front of each instance you want to redact.

~ fif C\U..\redact-2024-11-13.pdf
o at (775) 684-5555. Why do we use it? It is a long established fact that
|s# at (775) 684-5555. Where does it come from? Contrary to popular belief, Lorem Ipsum is

| at (775) 684-5555.
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11.Click the Mark Checked Results for Redaction button.

Redaction Mark Options

(® Mark whole word(s) for redaction
() Mark partial word(s) for redaction Settings...

Mark Checked Results for Redaction

12.Close the search dialog box by clicking the X in the top right corner.

Looking For:
4 (702) 555-1223 in the current document

Results:
1 document(s) with 1 instance(s)

New Search IE]'
13.The text will be selected on the page with a red outline.

1es by accident, sometimes on purpose (injected
fication number 1234 at|[775) 684-5555,

-simply random text. It has roots in a piece of

over 2000 years old. Richard McClintock, a Latin
nia, looked up one of the more obscure Latin words,
d going through the cites of the word in classical

. Lorem Ipsum comes from sections 1.10.32 and

The Extremes of Good and Evil) by Cicero, written in
zthics, very popular during the Renaissance. The first
met..", comes from a line in section 1.10.32.

e the 1500s is reproduced below for those interested.
s Bonorum et Malorum™ by Cicero are also reproduced
nglish versions from the 1914 translation by H.

mber 1234 atk??S} 684-5555

14.Click the Apply button to redact the information.

—3)] >
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15.Make sure the Sanitize and Remove Hidden Information option is selected then click

Continue

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

I @ Sanitize and remove hidden information @) I

Cancel

16.Save the document with a different name as once saved the redacted information is
non retrievable. So best practice is to save the document as a different name than the

original.

17.The information has now been redacted in the document.

packages and web page editors now use Lorem Ipsum as their default
for 'lorem ipsum' will uncover many web sites still in their infancy. Various
er the years, sometimes by accident, sometimes on purpose (injected

ntact Jane Doe identification number 1234 at_

1?7

f, Lorem Ipsum is not simply random text. It has roots in a piece of

Tom 45 BC, making it over 2000 years old. Richard McClintock, a Latin
ydney College in Virginia, looked up one of the more obscure Latin words,
T Ipsum passage, and going through the cites of the word in classical
undoubtable source. Lorem Ipsum comes from sections 1.10.32 and
norum et Malorum" (The Extremes of Good and Evil) by Cicero, written in
tise on the theory of ethics, very popular during the Renaissance. The first
‘em ipsum dolor sit amet..", comes from a line in section 1.10.32.

rem Ipsum used since the 1500s is reproduced below for those interested.
0.33 from "de Finibus Bonorum et Malorum" by Cicero are also reproduced
n, accompanied by English versions from the 1914 translation by H.

Joe identification number 1234 at_
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Repact MuttipLe worns or PHRASE IN Newer Versions oF Apose

1. Under “Search for” select “"Multiple words or phrases”.

Search for:
() single word or phrase
(® Multiple words or phrase
O Patterns

Select Words...

2. Click the Select Words Button

Search for:
(O Single word or phrase
@ Multiple words or phrase
() Patterns

Select Words...

3. The Words and Phrases to Search & Remove dialog box will appear. Enter each piece of
information in the New Word or phrase field, and click the ADD button.

‘ wWords and Pnrases 1o s>earcn o kemove lext hd |

) MNew word or phrase:
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4. As you add each word or phrase it will populate in the Word and Phrase list as shown
below.

Words and Phrases to Search & Remove Text

Mew word or phrase:

Add
Word and phrase list: Remove
Contact | t
Jane Doe mport..
identification number 1234
Export..

at (775) 684-5555

5. Click the OK button when you are done adding all the words and phrases.

[ Whole words only |

[ ] Case-Sensitive

6. Close the Search dialog box.

Arrange Windows

Where would you like to search?

(@) In tha Aurrant dncimant

7. The identified text will be shown as selected in the document as shown below.

Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum has been
the industry's standard dummy text ever since the 1500s, when an unknown printer took a galley of
type and scrambled it to make a type specimen book. It has survived not only five centuries, but
also the leap into electronic typesetting, remaining essentially unchanged. It was popularised in the
1960s with the release of Letraset sheets containing Lorem Ipsum passages, and more recently
with desktop publishing software like Aldus PageMaker including versions of Lorem Ipsum.
IJane Doel'dentification number 1234|ht (775) 684-5555]

Whv do we use it?

8. Click the Apply button at the top right of the window

—&3)
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9. Make sure the Sanitize and Remove Hidden Information option is selected then click
Continue

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

I @ Sanitize and remove hidden information @) I

Cancel

10. Save the document with a different name as once saved the redacted information is non
retrievable. So best practice is to save the document as a different name than the original.
11. The text selected for redacted will be blacked out.

of letters, as opposed to using 'Content here, content here', making it look like readable English.
Many desktop publishing packages and web page editors now use Lorem Ipsum as their default
model text, and a search for 'lorem ipsum' will uncover many web sites still in their infancy. Various
versions have evolved over the years, sometimes by accident, sometimes on purpose (injected

Where does it come froam?

Contrary to popular belief, Lorem Ipsum is not simply random text. It has roots in a piece of
classical Latin literature from 45 BC, making it over 2000 years old. Richard McClintock, a Latin
professor at Hampden-Sydney College in Virginia, looked up one of the more obscure Latin words,
consectetur, from a Lorem Ipsum passage, and going through the cites of the word in classical
literature, discovered the undoubtable source. Lorem Ipsum comes from sections 1.10.32 and
1.10.33 of "de Finibus Bonorum et Malorum" (The Extremes of Good and Evil) by Cicero, written in
45 BC. This book is a treatise on the theory of ethics, very popular during the Renaissance. The first
line of Lorem Ipsum, "Lorem ipsum dolor sit amet.", comes from a line in section 1.10.32.

The standard chunk of Lorem Ipsum used since the 1500s is reproduced below for those interested
Sections 1.10.32 and 1.10.33 from "de Finibus Bonorum et Malorum" by Cicero are also reproducec
in their exact original form, accompanied by English versions from the 1914 translation by H.
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Repacting Parerns IN Newer Versions oF Apose

Selecting patterns allows you to search for phone numbers, credit card numbers, social security
numbers, email addresses and dates.

1.

2.

3.

4.

Under “Search for” click the Patterns radio button

Search for;

(O Single word or phrase

() Multiple words or phrase

Search for:
(O Single word or phrase
(O Multiple words or phrase
@ Patterns

|Sncia| Security Numbers

Click the Search & Remove Text button

Search & Remove Text

The following screen will appear, check the check boxes that apply

M Search

Arrange Windows

Looking For:
Social Security Numbers in the current document

Results:
1 document(s) with 3 instance(s)

New Search IEJ >
Results:

Uncheck All

v i C\U..\redact-2024-11-13a.pdf

|af 55#: 032-65-1212 CC#: 4366 1212 5201 1212 jdoe@gmail.com Why do we use
|af 55#:031-12-1212 CC#: 4366 1212 5601 2121 jdoe@yahoo.com Where does it come

o 55#:058-12-4545 CC#: 7354 8750

Under “Select your pattern”, choose the appropriate pattern. In this case, we choose
Social Security Numbers.
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5. Under Redaction Mark Options click on the appropriate radio button. Options include "Mark
whole word(s) for redaction” and “Mark partial word(s) for redaction” or choose not to
select either option. Then click "Mark Check Results for Redaction” button.

Redaction Mark Options

(® Mark whole word(s) for redaction

(O Mark partial word(s) for redaction Settings...

Mark Checked Results for Redaction

Collapse file paths

6. In the document it will identify each selected pattern you checked in Step 4.

John Doe

SS#:1031-12-1212

CC#:4366 12125601 2121
Jdoe@yahoo.com

— ] =

8. Make sure the Sanitize and Remove Hidden Information option is selected then click
Continue

7. Click the Apply button.

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

@ Sanitize and remove hidden information @)
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9. Save the document with a different name as once saved the redacted information is non
retrievable. So best practice is to save the document as a different name than the original.
10. The redacted text will be blacked out in the document.

John Doe

s+ I

CC#:4366 1212 5601 2121
|doe@yahoo.com

MANUALLY REVIEW DOCUMENT FOR IMAGESI[INE ART

Remember the Adobe Acrobat dialog box that appeared notifying you that "Documents can
contain images and line art that appear as text but are not searchable. These items will not
be found by Search & Remove Text. Please review your documents carefully to ensure that all
sensitive information is properly marked for redaction.”

_ Documents can contain images and line art that appear as text but are not searchable.
! % These items will not be found by Search & Remove Text. Please review your documents
carefully to ensure that all sensitive information is properly marked for redaction.

I

P [[] Do not show this message again

| |

REDACT AN IMAGE

1. To redact an image, open the Redact a PDF panel in newer versions of Adobe (All Tools >

Show All > Redact).
2. Click the “Redact text and images” option, if it is not already selected.

¢ Redacta PDF x

Redact text and images

Redact pages

ga Find text and redact

Za Set properties

{3 Sanitize document
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3. Click and drag around the image or the portion of the image to be redacted. A red outline
will appear.

9,

:{a
S

ID: 54678

|
SECURITY PRSS

ACCESS .
ALL ARERS |

e

i

01234514789

5

4. Click the Apply button.

—&3)

5. Make sure the Sanitize and Remove Hidden Information option is selected then click
Continue

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

@ Sanitize and remove hidden information @)
Cancel
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6. Save the document with a different name as once saved the redacted information is non
retrievable. So best practice is to save the document as a different name than the original.
7. The image or the portion of the image selected will be blacked out in the document.

.'. ,
§

SECURITY PRSS

ACCESs
ALL ARERS

———————

[T

57°012345"6789¢

8. Repeat these steps for each image to be redacted.
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Repacting MaTeriar in Ouper Versions of Apose AcRoBAT

Aooinc The Reoact toor 1o THE Toowar 1v Otoer Versions or Apose

1. If the Redact tool does not appear on the toolbar on the right side of the screen, click on

the Tools menu tab.

2. Scroll down to Protect & Standardize and click the Add button under Redact

Protect & Standardize

O lm B

Protect Redact PDF Standards Optimize PDF Print Production

open [~ ] IERE [(add -] Add [~ ]

3. This will add the Redact tool to the toolbar on the right side of the screen.

@ Accessibility
@ Prepare Form

[#] Action Wizard
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Repacting Mateniat - Ovoer Versions or Anose Acrosat

MANUALLY REDACT INFORMATION IN OLDER VERSIONS OF ADOBE

1. Click on the Redact tool on the right side of the screen.

@ Accessibility

@ Prepare Form

[#] Action Wizard

2. Click on Redact Text & Images drop-down at the top of the screen and choose
“Find Text & Redact” from the drop-down menu.

E Redact Text & Images ~ E""’ Sanitize Dox

Redact Pages
¢ Find Text & Redact

i Properties

3. The Adobe Acrobat dialog box will appear notifying you that "Documents can contain
images and line art that appear as text but are not searchable. These items will not be
found by Search & Remove Text. Please review your documents carefully to ensure that all
sensitive information is properly marked for redaction.”

Adobe Acrobat

. Documents can contain images and line art that appear as text but are not searchable.
%, These items will not be found by Search & Remove Text. Please review your documents
r carefully to ensure that all sensitive information is properly marked for redaction.

[[] Do not show this message again

.

| |
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4. Close the search dialog box.

5. Select the information that needs to be redacted.

ohn Doe, EMT-P, MPA
P.O. Box 1234

[ncline Village, Nv. 8945(
(775) 111-1111

Email: emaill23(@gmail.co

6. Select Apply at the top

| ]
@
]

En
o
3

7. Make sure the Sanitize and Remove Hidden Information option is selected then click
Continue

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

I @ Sanitize and remove hidden information @) I

Cancel

8. Save the document with a different name as once saved the redacted information is non
retrievable. So best practice is to save the document as a different name than the original.

9. Repeat the steps above for each piece of information to be redacted.
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REDACT THE SAME INFORMATION MULTIPLE TIMES IN OLDER VERSIONS OF ADOBE

1. Click on “Find text and redact”. If this isn’t displayed at the top of the screen next to
Sanitize Document, click the drop-down button and choose it from the list.

E Redact Text & Images ~ E""’ Sanitize Document

ll:f.} Redact Pages

¢ Find Text & Redact

i Properties

2. A pop-up warning dialog box will appear stating "Documents can contain images and
line art that appear as text but are not searchable. These items will not be found by
Search & Remove Text. Please review your document carefully to ensure that all sensitive
information is properly marked for redaction”. Click the OK button.

Adobe Acrobat

\ Documents can contain images and line art that appear as text but are not searchable. These
i ! "\, items will not be found by Search & Remove Text. Please review your documents carefully to
ensure that all sensitive information is properly marked for redaction.

—=

3. A Search column will appear on the screen asking where would you like to search. Check
the checkbox for in the current document.

[[] Do not show this message again

Where would you like to search?

(@ In the current document

(_) All PDF Documents in

Il My Documents i
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REDACT SINGLE WORD OR PHRASE

1. Under Search for select Single word or phrase

Search for:
@ Single word or phrase
(O Multiple words or phrase
() Patterns

2. Under "What word or phrase would you like to search for? Enter the information you want
to redact

What word or phrase would you like to search for?
| (702) 555-1223

[ Whole words only
[ ] Case-Sensitive

Search & Remove Text

3. Click the Search & Remove Text button.

What word or phrase would you like to search for?
| (702) 555-1223

[ Whole words only
[ ] Case-Sensitive

Search & Remove Text
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4.

The following screen will appear, check the check boxes that apply.

Search - O >
Arrange Windows

Looking For:
(702) 555-1223 in the current document

{ Results:
1 document(s) with 1 instance(s)

MNew Search IE] A
Results:

Uncheck All

v i Ch\U.\redacted-new_Redacted.pdf

[s# (702) 555-1223 595-10-2206 1616 Durango

Under Redaction Mark Options click on the appropriate radio button. Options include "Mark
whole word(s) for redaction” and “Mark partial word(s) for redaction”. Then click "Mark
Check Results for Redaction” button.

Redaction Mark Options

(® Mark whole word(s) for redaction

() Mark partial word(s) for redaction Settings...

Mark Checked Results for Redaction

Collapse file paths

Close the search dialog box.

A Search

Looking For:
(702) 555-1223 in the current document

Results:
1 document(s) with 1 instance(s)

New Search IE] =
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7. The text will be selected on the page with a red outline.

Jason DeMonte

(702) 555-1223

595-10-2206
1616 Durango Avenue
Las Vegas, NV 89555

8. Close the search dialog box by clicking the X in the top right corner.

Looking For:

4 (702) 555-1223 in the current document

Results:
1 document(s) with 1 instance(s)

New Search IE] =

9. Click the Apply button to redact the material.

8 Q AR U RO ORI IR - S = N 4 Q a = e
Jason DeMonte s
[702)555-122
595-10-2206

1616 Durango Avenue
Las Vegas, NV 89555

&N &0
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REDACT MULTIPLE WORDS OR PHRASES IN OLDER VERSIONS OF ADOBE

1. Under “Search for” select “Multiple words or phrases”.

Search for:
() single word or phrase
(® Multiple words or phrase
O Patterns

Select Words...

2. Click the Select Words Button

Search for:
(O Single word or phrase
@ Multiple words or phrase
() Patterns

Select Words...

3. The Words and Phrases to Search & Remove dialog box will appear. Enter each piece of
information in the New Word or phrase field, and click the ADD button.

4. As you add each word or phrase it will populate in the Word and Phrase list as shown
below.

Words and Phrases to Search & Remove Text

MNew word or phrase:

Add
Word and phrase list: Remove
Contact | rt
Jane Doe mport..
identification number 1234
Export...

at (775) 684-5555
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5. Click the OK button when you are done adding all the words and phrases.

[ ] Whole words only |

[ ] Case-Sensitive |

6. The identified text will be shown as selected in the document as shown below.

Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum has been
the industry's standard dummy text ever since the 1500s, when an unknown printer took a galley of
type and scrambled it to make a type specimen book. It has survived not only five centuries, but
also the leap into electronic typesetting, remaining essentially unchanged. It was popularised in the
1960s with the release of Letraset sheets containing Lorem Ipsum passages, and more recently
with desktop publishing software like Aldus PageMaker including versions of Lorem Ipsum.
IJane Doel'dentification number 1234|ht (775) 684-5555]

Whv do we use it?

7. Click the Apply button at the top right of the window.

—&3) -

8. Make sure the Sanitize and Remove Hidden Information option is selected then click
Continue.

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

@ Sanitize and remove hidden information @)
Cancel

9. Save the document with a different name as once saved the redacted information is non
retrievable. So best practice is to save the document as a different name than the original.
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PATTERNS IN OLDER VERSIONS OF ADOBE

Selecting patterns allows you to search for phone numbers, credit card numbers, social security
numbers, email addresses and dates.

1.

2.

3.

4.

Under “Search for” click the Patterns radio button

Search for;

(O Single word or phrase

() Multiple words or phrase

Search for:
(O Single word or phrase
(O Multiple words or phrase
@ Patterns

|Sncia| Security Numbers

Click the Search & Remove Text button.

Search & Remove Text

The following screen will appear, check the check boxes that apply.

M Search

Arrange Windows

Looking For:
Social Security Numbers in the current document

Results:
1 document(s) with 3 instance(s)

New Search IEJ >
Results:

Uncheck All

v i C\U..\redact-2024-11-13a.pdf

|af 55#: 032-65-1212 CC#: 4366 1212 5201 1212 jdoe@gmail.com Why do we use
|af 55#:031-12-1212 CC#: 4366 1212 5601 2121 jdoe@yahoo.com Where does it come

o 55#:058-12-4545 CC#: 7354 8750

Under “Select your pattern”, choose the appropriate pattern. In this case, we choose
Social Security Numbers.
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5. Under Redaction Mark Options click on the appropriate radio button. Options include "Mark
whole word(s) for redaction” and “Mark partial word(s) for redaction” or choose not to
select either option. Then click "Mark Check Results for Redaction” button.

Redaction Mark Options

(® Mark whole word(s) for redaction

(O Mark partial word(s) for redaction Settings...

Mark Checked Results for Redaction

Collapse file paths

6. In the document it will identify each selected pattern you checked in Step 4.

John Doe

SS#:1031-12-1212

CC#:4366 12125601 2121
Jdoe@yahoo.com

— ] =

8. Make sure the Sanitize and Remove Hidden Information option is selected then click
Continue

7. Click the Apply button.

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

@ Sanitize and remove hidden information @)
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9. The identified material will be blacked out in the document.

CC#:4366 1212 5601 2121
|doe@yahoo.com

10. Save the document with a different name as once saved the redacted information is non
retrievable. So best practice is to save the document as a different name than the original.

Manuaccy Review Document ror Imaces/Line ARt in Ocoer Vensions o Aoose

Remember the Adobe Acrobat dialog box that appeared notifying you that "Documents can
contain images and line art that appear as text but are not searchable. These items will not
be found by Search & Remove Text. Please review your documents carefully to ensure that all

sensitive information is properly marked for redaction.”

_ Documents can contain images and line art that appear as text but are not searchable.
! 4 These items will not be found by Search & Remove Text. Please review your documents

=

r carefully to ensure that all sensitive information is properly marked for redaction.
P [[] Do not show this message again

|
|

3

REDACT AN IMAGE

1. To redact an image, click on the “Redact” button on the toolbar.
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2. Click and drag around the image or the portion of the image to be redacted. A red outline
will appear.

9,

:{a
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ID: 54678

|
SECURITY PRSS

ACCESS .
ALL ARERS |

e

i

01234514789
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3. Click the Apply button.

— ] =

4. Make sure the Sanitize and Remove Hidden Information option is selected then click
Continue

Apply redactions

This will permanently remove the redacted information from this
document. Once you save this document, you won't be able to
retrieve the redacted information.

Your document might contain hidden data and metadata.
Do you wish to remove them too?

@ Sanitize and remove hidden information @)
Cancel
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5. Save the document with a different nhame as once saved the redacted information is non
retrievable. So best practice is to save the document as a different name than the original.

6. The image or the portion of the image selected will be blacked out in the document.

'A’.
'S

SECURITY PRSS

ACCESs
ALL ARERS

———————

(AN

5°012345"4738 GUEw

7. Repeat these steps for each image to be redacted.

STATE OF NEVADA

GOVERNOR'S TECHNOLOGY OFFICE
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